Cybersecurity Specialist

Baok 1. O6oponHna kidepOe3nexka

Monyab 3MmicT
Monyns 1.
- Beryn 1o 060opoHHOI kibepOesneku
Beryn 1o 06opoHHOI KibepOesneku CuryariiiHa 0013HaHICTb
Monynsb 2.
— o Take SOC?
Omnepariitauii ieatp 6esnexu (SOC) Poui Ta BinmoBimaabHOCTI
Monyns 3.
- OcHoBu Windows
AMIHICTpYBaHHS cUCTeM KibepOesneku OcHoBu Linux
st mogem OSI
Monyns 4. Orsn mozem OS

Pons mpoTtokomiB Ha koxHOMY piBHI Mogerni OSI"
"OcuoBu [P-anpecarii (IPv4 Ta IPv6)
OcHoBH MapmIpyTH3allii Ta podoTa MapIIpyTU3aTOPiB

besneune agmiHicTpyBaHHS Mepexi

Monyns 5.

- Exocucrema cucrem kibepOe3neku
ApxiTekTypa KibepOe3neku PedepentHi apxiTekTypu KibepOe3nexu
Monyns 6.

Pearysanus Ha inuuaentu (IR) Ornsin nponecy

Monyns 7.
— Kpumnronorist
Kpunrorpadis Kpunroananiz




Monyns 8.

OO6miH iH(popMaIIi€ro mpo Kidbep3arpos3u Ta
30arayeHHs CUCTeM KibepOesneku

[nnukaTopu kibep3arpo3
36araueHHs cucTeM KibepOe3neku

Monyns 9.

KibepOesmeka B xmapHiil iHbpacTpyKTypi

AMiHICTpYBaHHS XMapHOT iHPPACTPYKTYpH
[HCTpYyMEHTH KiOepOe3neKku y BiIoMUX XMapHHX Tuiardgopmax (Ha
npukiagi AWS)

Monyas 10.

[TpoBenenHs criBOeCiay A7 MpaleBIalITyBaHHS

Hapuuku edekTHBHOTO CIIKYBaHHS Ha criBOecii
Texnika ycminHoi criiBoeciu

Baok 2. Ha

CTynaJjibHa KidepOe3neka

Monyns 1.

Beryn no nactynanbHOT KibepOe3nexu

Beryn no HacTynanbHOT KibepOe3neku
Beryr 10 eTHYHOTO XaKiHTy

Monynsb 2.

CorianpHa iHXEHEpIs

MamimymoBaHHS Ta 3aXKCT BiJ COIIaTbHOT 1HXKEHEepii
TectyBaHHS Ha TPOHUKHEHHS B (DI3UYHI IPUMITIICHHS

Monayns 3.

Po3Bizka 3 BIAKpUTHX JIKEpeT

Onmnepariiitna 6e3neka (OpSec)
[HCTpYyMEHTH [U1sl pO3BIAKY Ta eHyMepaii

Monyns 4.

TecTyBaHHS Ha IPOHUKHEHHS, YacTUHA |

[TincyxoByBaHHs TpadiKy, aTaKu MOCEPETHUKA Ta IEPEXOIUICHHS
cecii
31am MOOUTBHUX IPUCTPOL

Monyns 5.

TectyBaHHS HAa NPOHUKHEHHS, YaCTUHA 2

3mam SQL-cepBepiB
3nmam BeO-cepBepiB




Monyns 6.

TecTyBaHHS Ha IPOHUKHEHHS, YaCTUHA 3

Bug bounty

Monynsb 7.

[ Ty4Huii iIHTETEKT

Buxopucranns 1 B HacTymanbHii kibepoesmnerti
Bukkopucranns I 3axucHukamu

Moayns 8.

MoentoBaHHs MOBEIIHKY HMOBIpHUX
3JI0BMUCHHKIB

MOJEIIOBAaHHSA MTOBEIIHKA

Monyns 9.

Pusuku mo6ineHuX npuctpois ta [oT

3arpo3u Ta 3aXUCT MOOLIBHUX IPUCTPOIB
besneka loT-puctpois

Monyns 10.

[IpoBenenns cniBOeciiy IS MpareBIalTyBaHHS

Hapuuku edekTHBHOTO CIIKYBaHHS Ha CITiBOECii
Texnika ycminrHoi criiBoeciu

Baok 3. Ynpasa

iHHA pu3MKaMHu Ki0epOe3nexkun

Monyns 1.

Beryn o ynpasninHS pu3ukamMu Kibepoesneku

[lo Take BpsayBanHs, puszuk Ta BianosiaHicTh (GRC)

Monyns 2.

OcHoBHI KoHIIETIIIT KibepOe3nekn

OcHoBHI KoHLIeHNNIT KibepOe3neku

Monyns 3.

Ponb nepsxaBu B ramysi kibepoesneku

3aKOHOJJABCTBO Ta CTaHIAPTH
[TpaBoOXOpOHHA AISUTHHICTH

HiI[FOTOBKa 3BiTy 3 pe3yJibTaTaMi TCCTYBAaHHA HAa IPOHUKHCHHS

OmiHka 3arpo3 nepes NpoBeICHHSIM TECTyBaHHS Ha IPOHUKHEHHS
36ip indopmariii mpo BuOpaHi 3arpo3u Ta iIHCTPYMEHTH IS




Monyns 4.

OcHOBHI TIpoLIeCH

YHpaBJ'IiHHﬂ AOCTYIIOM B 3araJibHOMY BUIIAJIKY
YHpaBJ'IiHHH 3MiHaMH B 3araJibHOMYy BUIIAIKY

Monyns 5.

Cucremu ynpaBIliHHS

Cucremu ynpasiiHHS B 3aTaJIbHOMY BHITaJIKy
ISO 27001

Monyns 6.

VYrpaBiHHS BIANOBIIHICTIO

3abe3nedyeHHs BiAMOBIIHOCTI
BignoBigHicTh YKpaiHCHKOMY Ta €BPONEHCHKOMY 3aKOHOJJABCTBY

Monyns 7.

3arpo3u Ta Bpa3iIMBOCTI

VYrpaBniHHS Bpa3IUBOCTIMH
Po3Binka xibep3arpo3 B KOHTEKCTI YIIPABIiHHS BPA3JIUBOCTIMH

Monyns 8.

Konueniii ynpasiiHHs i7eHTADIKALII€O Ta

noctyrnom (IAM)

AyTteHTudikailis Ta aBTOpu3aIis
Monemni nocrymy

Monayns 9.

- MynbTr(akTOopHa ayTeHTU]IKaLlis

Texunonorii IAM ABTOMarH3allist JOCTyIly Ha OCHOBI PI3HUX MOJEIEH 10CTymy
Monyns 10.

[IpoBenenns criBOecian i MpaleBIamITyBaHHS

HaBuuku epexTHBHOTO CIiIKyBaHHS Ha CIiBOECi i
Texnika ycnimHoi criBOeciau




